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Cash Management—
What’s New?

Securing Data at Your Company
It’s imperative to the security of the ACH Network that data is secure, and that responsibility
falls to financial institutions and businesses alike. These entities are required to establish,
implement and update, as appropriate, policies, procedures and systems with respect to
protected information. Additionally, all ACH participants must always employ commercially
reasonable levels of security from the point of data entry through its transmission. (Reference
ACH Rules, Sections 1.6 Security Requirement and 1.7 Secure Transmission of ACH Information
via Unsecure Electronic Network).
While the ACH Network and financial institutions rely heavily on the security of banking
information and transmission methods, other ACH business users should also employ security
methods as part of their everyday business practices. The Federal Trade Commission provides
these tips and advice on the Protecting Small Businesses website to keep sensitive data secure:
Start with security – Don’t collect personal information you don’t need. Only hold on to

Cash Management is a valuable tool
to help you mange your business
finances securely and efficiently. And
it just got better! If your business
uses a token as part of your security
process, you can now activate your
smartphone to be a token instead.
Ask your business banker for more
details!
This newsletter is also new. Through
our partnership with epcor®, a trade
association devoted to education on
payment systems, we’ll be providing
monthly newsletters with helpful
articles to help you maintain
compliance, improve operational
processes, and mitigate risk and
fraud.

information if you have a legitimate business need. Don’t use personal information when it’s
not necessary.
Control access to data sensibly – Restrict access to sensitive data to only appropriate
employees and limit administrative access.
Require secure passwords and authentication – Insist on complex and unique passwords. Store
password securely, not on a post-it note beside the computer for everyone to see.
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Ho-Ho-How to Reduce Card Fraud this Holiday
by Karen Nearing, AAP, APRP, CAMS, CRCM, NCP, Director,
Compliance Education
The holiday season is fast
approaching. The online shopping
craze will be here before we know it! In
many cases, consumers are choosing
to use either a debit or credit card to
pay for purchases. Your business has
an opportunity to lower the number of
fraudulent online card transactions
processed. Here is how you can help:
Confirm cardholder information.
Ask for the full name, address,
phone number and email
address. If the billing address
differs from the shipping address,
follow up with a phone call or
email to confirm the order. If you
can’t reach your customer, don’t
proceed with the transaction.
Verify the card information. Collect
the account number, expiration
date and card security code.
Submit the security code with
your transaction authorization
and evaluate the response. Do
not settle transactions for which
you received a negative
response to your security code
inquiry.
Use MasterCard SecureCode and
Verified by Visa. You should
support these card authentication
services and encourage clients to
sign up for them from your
website, if they haven’t already
done so. MasterCard SecureCode and Verified by Visa protect
e-commerce merchants from
“cardholder unauthorized” or
“cardholder not recognized” types
of chargebacks.
Authorize every transaction. Every
e-commerce transaction must be
authorized. There are no
exceptions, even for recurring
transactions, where you had
already verified the information.
Don’t use voice authorizations. If
you cannot obtain an electronic
authorization, try later. Avoid
using voice authorizations, as
they bypass your processor’s
system and cannot be used in
chargeback re-presentments.
Don’t force authorizations. If your
electronic authorization request
was declined, request an
alternative payment method.
Don’t call your processor for a
voice authorization and force the
transaction in your next batch.

The processor can still decline
the payment. Not to mention, you
won’t be protected from
chargebacks.
Use the Address Verification
Service (AVS). Request an
Address Verification Service
(AVS) confirmation for all your
transactions. AVS compares the
billing address provided by your
client to the one on file with the
card issuer. Don’t process the
transaction if there is a mismatch.
Ship no later than seven days after
obtaining an authorization
approval. Ship purchased
items as soon as possible. If seven days have passed since
obtaining authorization, request a
new authorization before
shipping.
Process authorized transactions
within three days of shipping.
Do not deposit transactions
before shipping the item, or more
than three days after that.
Remember that in card-notpresent transactions, the
shipping date is the transaction
date. Don’t deposit transactions
later than 30 days after the
shipping date. If such a
transaction is charged back to
you, you would not have any
recourse.
Use the authorization ID for
transaction deposits and
refunds. The transaction ID
returned to you with the
authorization approval should be
used with your refunds and
deposits. By doing so, you will be
able to easily identify fraudulent
refund requests, which would
lack authorization IDs.
This is not an all-encompassing list, but
if you implement these ten procedures
in all of your transactions, you will
significantly minimize both fraud and
chargebacks. We can all work together
this holiday season and beyond to
make processing card transactions
safer for everyone.

Securing Data
(continued from page 1)
Store sensitive, personal information
securely and protect it during transmission – Keep sensitive information
secure throughout its lifecycle, from
creation to initiation, to transmission, to storage and finally its
destruction.
Segment your network and monitor
who’s trying to get in and out – Use
firewalls, segment you network and
monitor activity on your network.
Secure remote access to your
network – Ensure endpoint security
and put sensible access limits in
place.
Apply sound security practices when
developing new products – Follow
platform guidelines for security,
verify that privacy and security
features work and test for common
vulnerabilities.
Ensure your service providers
implement commercially reasonable
security measures – Put it in writing,
as the security standards should be
part of the contract, and verify the
service provider’s compliance.
Put procedures in place to keep your
security current and address
vulnerabilities that may arise –
Update and patch third-party
software, heed credible security
warnings and move quickly to fix
them,
Secure paper, physical media and
devices – Securely store sensitive
files, protect devices that process
personal information, keep safety
standards in place when data is en
route and dispose of sensitive data
securely.
More information on Data Security
can be found at www.ftc.gov/tipsadvice/business-center/smallbusinesses.

